NHOPOPMALMNOHHASA MTAMSATKA JJIA OBYYAIOIIUXCA JTJIA
PASMEIIEHUA HA OPUIIUAJIBHBIX HHTEPHET-PECYPCAX

C KaXIAbIM I'OJ0OM MOJIOACKHU B HHTCPHCTC CTAHOBUTLHCA 6OJ'II)HI€, a4 IIKOJIBHUKHW OOHH H3
CaMbIX aKTHMBHBIX IOJIb30BaTEICH PYHGTEL MC}KI[y TEM, IIOMHUMO OI'POMHOI'0O KOJIMYCCTBA
BOSMO)KHOCTCﬁ, HHTCPHCT HCCCT U HpO6HCMI>I. Ota namsaTka JOJDKHA ITOMOYb TeOe
Oe3o01acHo HaXOIUTBCA B CCTH.

Komnviomepnuie supycoi

Komnviomepnouii  6upyc - 3TO  Pa3sHOBUAHOCTh  KOMIBIOTEPHBIX  MPOrPaMM,
OTIMYUTEIHHOH OCOOCHHOCTBHIO KOTOPOW SIBISIETCS CMOCOOHOCTh K pa3sMHOXKEHHIO. B
JOTOJTHEHUE K ITOMY, BUPYCHl MOTYT MOBPEIWTH WJIM IOJTHOCTBIO YHUYTOXHUTH BCE
(aiibl ¥ 1aHHBIE, TOJIKOHTPOJIbHBIE TI0JIB30BATENI0, OT UMEHH KOTOPOro ObliIa 3aIlyllieHa
3apa)k€HHas MPOrpaMMa, a TAKXKE MOBPEAUTh WU JAXE YHUYTOXUTH ONEPALMOHHYIO
CUCTEMY cO BceMHu (ailiaMu B 1enoM. B OOJBIIMHCTBE CiIy4aeB pacHpOCTPaHSAIOTCA
BHUPYCBHI YEPE3 UHTEPHET.

Memoowt 3augumut om 6peOOHOCHBIX NPOZPAMM:

1. Ucnonp3yil COBpEMEHHBIE OINEPALMOHHBIE CHUCTEMBl, HMEIOLIUE CEePbE3HBIN
YPOBEHB 3aIUTHI OT BPEJOHOCHBIX IIPOTPaAMM.

2. TloctossHHO ycTaHaBnuBai matuu (MUQPPOBBIC 3aMJIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C LENbI0 JOPA0OTKH MPOrpamMMBbl) U Ipyrue OOHOBJIEHUSI CBOEH
onepaudoHHON cucrteMbl. CkauumBail WX TONBKO C OQUIMAIBLHOIO caiiTa
pazpadotunka OC. Ecnam cymiecTByeT peXUM aBTOMATHYECKOrO OOHOBJICHMS,
BKJIFOYH €TO0.

3. Paboraii Ha cBoeM KOMIBIOTEpE TOJ TMpaBaMH TOJB30BATENsI, a He
aJMMUHUCTpATOpa. DTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMMm
MHCTAJUINPOBATHCS HA TBOEM IEPCOHATBHOM KOMIIBIOTEPE;

4. Wcnonb3yih aHTUBUPYCHBIE TPOrPaMMHBIE NTPOIYKThI U3BECTHBIX MTPOU3BOIUTEIIEH,
C aBTOMaTU4YECKUM OOHOBIIEHUEM 0a3.

5. OrpaHnyb pU3NYECKUI TOCTYI K KOMIIBIOTEPY I MOCTOPOHHUX JIUII.

Hcnons3yil BHENTHKWE HOCUTENN MHGOPMAIINH, TaKue Kak (prienika, TucK win ¢aii
U3 NHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UICTOYHUKOB.
/. He oTkpbIBail KOMIIBIOTEPHBIE (Pailsibl, MOTYYEHHbIE U3 HEHAACKHBIX HCTOYHUKOB.

Jaxxe Te (Qailnbl, KOTOpble MpUcianl TBOW 3HAKOMbIM. Jlydie yToyHM y Hero,

OTIMPABJISI JIU OH TeOE UX.

o

Cemu WI-FI

Wi-Fi - 510 He BHJ TIepeayun JaHHBIX, HE TEXHOJIOTHS, a BCETo JIMIIb OpeH, Mapka. Ere
B 1991 rony Hunmepmaniuckas kommaHus 3apeructpupoBana Openn "WECA", uto
obo3nauano crmoBocoueranue "Wireless Fidelity", xoTopelii mepeBomMTCS Kak
"GecrpoBOHAS TOYHOCTH".

Jlo Haiero BpeMeHH Joluia Apyras a00peBHaTypa, KOTopas SIBISIETCS TaKOW ke
TexHojorueit. ro abOpesuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha



CTaHAapT BbICIIEH 3BYKOBOW TexHuku Hi-Fi, yto B mepeBome o3HawaeT "BBICOKAS
TOYHOCTB".

Jla, OecriaTHBIM MHTEPHET-IOCTYN B Kade, OTENsAX U adpornopTax SBISETCA OTIMYHOM
BO3MOXHOCTBIO BbIXOJJa B HHTepHeT. Ho MHOrme 5SKChepThl CYUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SBISIOTCS O€30MIaCHBIMU.

Cogemut no oezonacnocmu pavomut 8 oouwedocmynuvix cemsx Wi-fi:

1. He nmepenasaii cBoro nuuHyto uHbopmaluio yepe3 obdmenocrynusie Wi-Fi ceru.
PabGotas B HuUX, *eJaTeIbHO HE BBOAUTH MApPOJIM JIOCTYIA, JIOTUHBI U KaKHUE-TO
HOMEDA.

2. Wcnone3yit 1 OOHOBJISIE aHTUBUPYCHBIE MPOrpaMMbl U OpanaMayep. Tem cambiM
ThI 00€30mnacuIllb ce0s OT 3aKauKu BUpYyca Ha TBOE YCTPOMCTRO.

3. Ilpu ucnonb3oBanun Wi-Fi orkmoun ¢yskmuio "OO6mmii goctyn k ¢aiiam u
npuHTepam". JlanHas GyHKIOMS 3aKphiTa MO YMOJYAHUIO, OJHAKO HEKOTOPHIC
M0JIb30BATENIM aKTUBUPYIOT €€ JJIsl y100CTBa UCI0JIb30BaHus B paboTe min yueoe.

4. He ucnons3yit myomuunbiii WI-FI mis nepegaun AUUHbBIX JaHHBIX, HAIPUMEP IS
BBIX0/Ia B COLIMAIbHBIE CETU WJIU B AJIEKTPOHHYIO MOYTY.

5. Hcnonw3yit Tonpko 3amuiieHHoe coeauHenue yepe3 HTTPS, a ne HTTP, T.e. npu
HaOope Beb-aapeca BBOAM UMEHHO https://.

6. B moOwibHOM Tenedone orkmoun QyHkmuio "Tloakmouenne k- Wi-Fi
apToMarnuecku'. He momyckail aBTOMaTHYECKOrO MOAKIIIOUEHHS YCTPOWCTBA K
cetssm Wi-Fi 6e3 TBoero cornacusl.

COl(uaJleble cemu

CounasibHble CETH aKTUBHO BXOJAT B HaIlly XKU3Hb, MHOTHE JIIOJIU paOOTalOT U
KUBYT TaM TOCTOsIHHO, a B Facebook ye 3apeructpupoBaH MUJIHapA 4YeJIOBEK, YTO
SBJISIETCS OJHOM CEIbMOM BCEX KUTEJIEH IIaHeThl. MHOTHE MOJIb30BaTENN HE IOHUMAIOT,
yTO0 MHGOpPMAIHS, pa3MEIIeHHass UMH B COLMAJBHBIX CETSIX, MOXKET OBbITh HaiiJleHa U
MCIIOJIb30BaHa KEM YTOJIHO, B TOM YHCJI€ HE 00513aTeIbHO ¢ OJaruMu HaMEPEHHUSMH.
OcnogHble cogembl no 6e30NACHOCMU 8 COUUAIbHBIX CEMAX:

1. Orpannub cnucok npy3ed. Y TeOs B JAPy3bsiX HE JODKHO OBITH CIIy4allHBIX U
HE3HAKOMBIX JIIOJIEH.

2. 3amminaii CBOI YacTHYIO >ku3Hb. He ykasbiBaii mapoiu, TesnedoHsl, aapeca, 1aty
TBOETO POXKACHUS U JAPYTYIO JIMUYHYIO HHQPOpMAIUIO. 3JOYMBIIUICHHUKH MOTYT
HCTIOJB30BaTh JakKe WH(OpPMAIMIO O TOM, KaK Thl U TBOM POJUTENH IJIAHUPYETE
MPOBECTU KAHUKYJIBI.

3. 3amuimiail CBOIO permyTaIrio - JePKH €€ B YMCTOTE M 3a/1aBaii ceOe BOIIPOC: XOTeN
OBl ThI, YTOOBI JIpyryue MOJIL30BATENIM BUJEIU, UYTO Thl 3arpyxkaemb? [logymai,
peXke YeM UTO-TO OIyOJIMKOBAaTh, HAMIMCATh U 3arPY3UTh.

4. Ecnu Thl TOBOPHUIILIb C JIFOJbMH, KOTOPBIX HE 3HACIb, HE UCIIOJIb3YH CBOE peaibHOE
UMS U JIPYTYIO JUYHYI0 WHPOPMAIMHA: UMS, MECTO KHUTEIHCTBA, MECTO Y4eObl U
rpoyee.

5. MN36erait pasmemenust ¢otorpaduit B HHTepHeTe, Tme Thl H300paXkeH Ha
MECTHOCTH, 110 KOTOPOW MOKHO ONPEAEIUTH TBOE MECTOTIOJIOKEHUE.



6. [Ipu peructparmuu B COIUATBLHOW CETH HEOOXOIMMO HCIOJIb30BaTh CIIOXKHBIC
apoJju, COCTOsIIIME U3 OYKB U IIU(P U C KOJIMYECTBOM 3HAKOB HE MEHee 8.

7. 11 couuanbHOM CeTH, MOYTHl W JAPYTUX CANUTOB HEOOXOJUMO HCHOJIB30BAThH
pazubie maposnu. Toraa eciau TeOs B3JIOMAIOT, TO 3JOYMBIIIJICHHUKH MOJIy4at
JOCTYII TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

AnexkmponHvle 0eHbU

AnekmponHvie 0enbeu - 3TO 0YEHb YAOOHBIN COCOO IMIATEXEH, OHAKO CYIIECTBYIOT
MOIIICHHUKH, KOTOPHIE XOTAT MOJYYIUTh 3TH JCHBIH.

DONEeKTPOHHBIC JEHBI'M TMOSBWJIKCH COBCEM HEIAaBHO M HMMEHHO H3-3a ATOTO BO
MHOTHX TOCYyAapCTBax J0 CUX MOP HE MPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHU (PYHKITMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, TJIE WX
pa3leNsioT Ha HECKOJIbKO BUJIOB - aHOHMMHBIE U HE aHOHMMHbIEC. Pa3HuIla B TOM, 4TO
aHOHMMHBIE - OTO T€, B KOTOpPBIX pa3pemiaercs NPOBOAUTH omnepanuu  0e3
UIeHTU(UKAIIMN TI0JIb30BaTeNis, a B HEAHOHUMHBIX HWICHTU(DUKAIUS I0JIH30BATENSA
ABJISIETCS 0053aTEILHOM.

Taxke ciemyer pas3nuyarh  JJCKTPOHHbIE  (QUaTHbIE JIGHBI'W  (paBHBI
roCyJapCTBEHHbIM BaJIOTaM) U JJICKTPOHHbICE He(uaTHble JIeHbIM (HE paBHBI
roCcyJapCTBEHHBIM BAIIOTaM).

OcHoeHble cogempl no Ge30nacHoll pabome ¢ INEKMPOHHBIMU OCHb2AMU:

1. IlpuBsku K cueTy MOOMJIbHBIN TeaePOoH. DTO camblid YAOOHBII U OBICTPBINA CIIOCOO
BOCCTAHOBUTH JIOCTYM K cyeTy. [IpuBsizaHHbIN TenedoH MOMOXKET, eCiau 3a0yelib
CBOM IUIATEXKHBIA MApOJIb WM 3aiAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA.

2. Ucnonw3yit ogHopaszoBsie mapoiu. [locime mepexona Ha yCHIICHHYIO aBTOPHU3AIINTO
Tebe yxxke He OyAeT yrpoxaThb ONacHOCTh KPaXH WM IEepexBaTa IUIATEXKHOTO
napoJsi.

3. BwiGepu crnoxusbiii mapoisb. [IpecTtynHukaMm OyaeT HE MPOCTO yrajuarh CIOKHBIN
napoJib. HasiesxHble mapoJid - 3T0 mapoJid, KOTOpbIe COAEPKAT HE MEHEE § 3HAKOB
U BKJIIOYAIOT B c€0s CTPOUYHBIE W TPOIUCHBIE OYKBBI, HMUPPHI U HECKOIBKO
CUMBOJIOB, TaKuW€ KaK 3HAK JoJuiapa, (pyHTa, BOCKIMIATEIBHBIM 3HAK W T.II.
Hampumep, $tROng!

4. He BBOAM CBOM JTUYHBIC JAHHBIC HA CaliTaX, KOTOPHIM HE JTOBEPSICIIIb.

3Jze1<mponmm nouma

InekmponHaa noyma — 3TO TEXHOJOTHS U IIPENOCTABISIEMBIE €10 YCIYTH MO MEPECHIIKE
Y TIOJIYYEHUIO DJICKTPOHHBIX COOOIIEHUM, KOTOPBIE PacCHpeaessitoTCs B KOMITbIOTEPHON
cetd. OOBIYHO OHJIIEKTPOHHBIM TOYTOBBIM SIIUK BBITJISAUT CICAYIOMMM 00pa3oMm:
UMS_TIOJIB30BATEISI(@UMS_TOMeHa. Takke KpoMme Mepeadd MPOCTOr0 TEKCTa, UMEETCS
BO3MOKHOCTh TIepe/1aBaTh (pailyibl.
OcnogHble cogemol no 6e30nacHoll padbome ¢ 371eKMPOHHOU ROYMOUL:
1. Hago BBIOpaTh TpaBWIBHBIA MMOYTOBBIA CEpBUC. B HHTEpHETE €CTh OTPOMHBIM
BBIOOpP OECIUTATHBIX TIOYTOBBIX CEPBHCOB, OJHAKO JyYIlle JOBEPSITh TEM, KOTO
3HACIIb U KTO MEPBBIA B PEUTHHTE.



He yka3biBaiil B tnyHOM nouTe JM4yHyt0 nH(popmanmio. Hampumep, nydine BeIOpaTh
"My3bIKaabHbIN (aHaT@" wim "pok2013" BmecTo "temal3"

Hcnons3yil ABYXSTallHYK0 aBTOPU3ALMI0. JTO KOIZJa IOMHMO IIapoJii HYKHO
BBOJUTH KOJ, IpUChUIaeMblii o SMS.

Bri6epu cnokHbIi naposib. J[1s Kakaoro moyToBOIO SIIMKa JODKEH ObITh CBOM
HAJICKHBINM, YCTOMYHUBBINA K B3JIOMY IApOJIb.

Ecnu ecTh BO3MOKHOCTh HAaIlMCaTh CAMOMY CBOW JIMYHBIN BOIPOC, UCIIOIB3YH 3Ty
BO3MO>KHOCTb.

Hcnonb3yii HECKOJIBKO IMOYTOBBIX SIIIMKOB. IIepBBIM 11 4aCTHOM IEPENHUCKU C
ajgpecataMH, KOTOPBIM Tbl JOBEps€lllb. JTO 3JIEKTPOHHBIM aJapec HE HaJIo
MCIOJIb30BaTh MIPU PETUCTpaLMU Ha GOpyMax U caiTax.

He oTkpsiBaii ¢ailsibl U Apyrue BIOKEHHUS B MUCbMax, JaXXe €CIIM OHU MPHIILIH OT
TBOUX Jpy3ei. Jlydie yTouHu y HUX, OTHPABISUIH JIU OHU TeOe 3TH (Paiisbl.

[Tocne oxoHuaHUs pabOTHI Ha MOYTOBOM CEPBHCE IMEPE] 3aKPBHITUEM BKIAAKHU C
caiiToM He 3a0y/b HaXKaTh Ha "BeriTn".

Kubepoynnune unu eupmyaivrnoe uzoeeamenbCmaeo

Kubepoynnune - mpeclieioBaHHE COOOIICHUSMH, COJCPXKAIIUMH  OCKOPOJICHMS,
arpeccuio, 3allyTMBaHHUE; XYJIUTAHCTBO, COIHAIbHOE OOMKOTHPOBAHHWE C TOMOIIBIO
Pa3TUIHBIX HHTEPHET-CEPBUCOB.

OcHosnble cosemuvl no 60pvoe ¢ KubepoOyIIUHZOM:

1.

N

o

He Opocaiics B 60ii. JIydiuii cioco0: MoCOBETOBATLCA KaK CeOsl BECTH U, €CIU HET
TOTO, K KOMYy MOXXHO OOpaTUTHCS, TO BHaualie yCHIOKOUThCs. Ecnu Thl HauHeIIb
OTBEYATh OCKOPOJECHUSIMHU Ha OCKOPOJIEHHUS, TO TOJBKO €IIe OOJIbIIE PA30XIKEIllb
KOH(JIHKT.

VYrpaBisii cBoeli kubeppernyTauei.

AHOHUMHOCTBH B ceTH MHHUMas. CyIIeCTBYIOT CHOCOOBI BBIICHUTH, KTO CTOHMT 3a
AHOHUMHBIM AKKAYHTOM.

He crout Bectn Xynuranckuii o06pa3 BUPTyainbHOU xu3Hu. HTEpHET Pukcupyer
BCE TBOM JICCTBUS U COXPAHSET UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyTHUTEIHHO.
Coburonail cBOrO BUPTYaJIbHYIO YECTh CMOJIOY.

Urnopupyii enuHuuHblii HeraTtuB. OJHOPA30BbIE OCKOPOUTEIBHBIC COOOIICHUS
Jydilie urHopupoBaTh. OOBIYHO arpeccus MpeKpaniaeTcs Ha Ha4allbHOW CTaIUHU.
ban arpeccopa. B mnporpamMmmax oOMEHa MTHOBEHHBIMH COOOIICHUSIMU, B
COIIMATILHBIX CETAX €CTh BO3MOXHOCTh OJIOKHPOBKM OTIPABKU COOOIIECHUN C
OTIPE/ICJICHHBIX aJ[PECOB.

Ecnu Tb1 cBuaetrens kubOepOyimHra. TBoM HEMCTBUS: BBICTYNUTH MPOTHUB
nmpecieaoBaTess, IMoKa3aTh €My, 4TO €ro JCHCTBUSI OILICHUBAIOTCS HETaTUBHO,
MoJJIepKaTh KEPTBY, KOTOPOM HY)KHA TICHXOJIOTHYECKAsh IMOMOIb, COOOIIHTH
B3POCIBIM O (haKTE arpeCCUBHOTO TIOBEICHUSI B CETH.

Moounvnuiit menegpon



CoBpemMeHHble cMapT(HOHBI W TUIAHIIETHI COAEPKAT B ceOE BIIOJHE B3POCIBIMA
(yHKIMOHAJ, U TETEPb OHU MOTYT KOHKYPHUPOBAaTh CO CTAllMOHAPHBIMU KOMITBIOTEPAMH.
OpnHako, CpeCTB 3alUThI AJIs1 MOJOOHBIX YCTPOMCTB MOKa 04eHb Majio. TecTupoBaHue u
MOUCK YSA3BHUMOCTEN B HUX MPOMCXOJUT HE TaK MHTEHCUBHO, Kak s 11K, To xe camoe
KacaeTcss U MOOWJIbHBIX MPUITOKEHUM.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIM HACTOJbHBIC
aHaJIOTrH, OJIHAKO pacliupeHue (yHKIMOHAIa BIEYET 32 cO00M OOJBIIYIO CIOKHOCTh U
MEHBIIYIO 3alUIIEHHOCTD.

Jlaneko HE BCE MPOU3BOJUTEIM BBITYCKAIOT OOHOBJICHUS, 3aKpPBIBAIOIINC
KPUTHYECKHE YS3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcnogHble cogembl 011 0€30NACHOCHMU MOOUNbHO20 meneona:

1. Huuero He sBIsSETCS TO-HACTOSIIEMY OeCIUTaTHRIM. byabh OoCcTOpOkeH, Belb Koraa
Te0e mpejiaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO
IJIATHBIE YCITYTH.

2. Iymaii, pexne yeM otrnpaButb SMS, ¢oto uiu Buaeo. Thl TOYHO 3HAEHIb, TJIe

OHH OyayT B KOHEYHOM HTOTE?

Heo6xoaumo 0OHOBIIATH OMEPAIMOHHYIO CUCTEMY TBOEro cMapThoHa.

Wcrnons3yit aHTUBUPYCHBIE TTPOTPAMMBI JJIsI MOOUITBHBIX TeJIe(hOHOB.

He 3arpyxail mnpuinoXeHuss OT HEU3BECTHOIO HCTOYHMKA, BEIb OHU MOLYT
coJiepKaTh BPEIOHOCHOE MPOTPpaMMHOE 0OeCIieYeHUE.

6. Ilocme TOro Kax THI BRIMIEIIH C CaliTa, IJi€ BBOAWI JINYHYIO HH(OPMALINIO, 3aiI1 B

HacTpOMKH Opay3epa u yaainu cookies.

7. Tlepyonuuecku TpPOBEpPsH, Kakue IUIATHBIE YCIYTd aKTUBUPOBAHBI HA TBOEM

HOMEDE.

8. Magaii cBoil HOMEp MOOMITBEHOTO TeneoHa TOIBKO JIOASM, KOTOPBIX ThI 3HACHIH U

KOMY JIOBEpPSICIIIb.

9. Bluetooth gomkeH ObITh BBIKIIOUEH, KOTJIA Thl UM HE TOjb3yenibes. He 3a0biBait

WHOTIa IPOBEPATH 3TO.

ok w

Online uzpo

CoBpeMEHHbIE OHJIAWH-UTPBI - 3TO KPacOYHbIC, 3aXBaThIBAIOLIME pPa3BICUECHUS,
OOBEIMHAIOIINE COTHH ThICAY YE€JIOBEK M0 BceMy Mupy. Urpoku uccneayroT 1aHHbIM UM
MHUp, OOLIAIOTCA JIPYr € JIPYrOM, BBIMOJHSIOT 3aJaHUs, CPAKAIOTCS C MOHCTPAMH H
MOJIy4arOT ONBIT. 3a YAOBOJBCTBUE OHHU IJIATAT: MOKYMAOT JAWCK, OIUIAYMBAIOT
a0OHEMEHT WJIU MPUOOPETAIOT KAKHE-TO OMLIMH.

Bce 3Tu cpenctBa uMAyT Ha MOJAEp’KaHWE M PAa3BUTUE WUIPbI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPUICHCTBYIOTCS CUCTEMbI aBTOPU3AIUU, BBITYCKAIOTCS HOBbIE MaT4d
(umdpoBbIe 3aMIaTKY 711 IPOrPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoOHBIX urpax CTOMUT omacarbcs HE CTOJBKO CBOMX CONEPHUKOB, CKOJBKO
Kpa)kl TBOETO MapoJis, Ha KOTOPOM OCHOBaHAa CHCTEMa aBTOPU3ALUK OOJIBIIIMHCTBA UTP.
OcHogHble cogembl nO 0E30NACHOCIMU ME0e20 UZP06020 AKKAYHMA:

1. Ecnu pgpyroil urpok BeaeT cels IUIOXO WM CO3JaeT Te0e HENmpUATHOCTH,
3a0JI0KHPYH €ro B CIIMCKE UTPOKOB.



N

[Toxanyiics agMUHUCTpATOpaM WIPbl HA IUIOXOE IIOBEACHUE JTOI0 MIPOKAa,
YKEJATEIbHO NPWIOKUTh KAKHE-TO JI0KA3aTEIbCTBA B BUJIE CKPUHOB.

He yka3biBaii muunyro nHbopmMaIyo B podaisie urpsl.

YBaxail Ipyrux y4aCTHHUKOB I10 UIpE.

He ycranaBnuBaii HeopuimaibHble MaTYU U MOJIBI.

Hcnonb3yii CIIOXKHBIE U Pa3HbIE MTAPOJIH.

Jlaxe BO BpeMsl MIPbl HE CTOUT OTKJIOYATh aHTUBUpYC. [loka Thl Urpaemsp, TBOM
KOMIIBIOTEP MOTYT 3apPa3uTh.

Nookow

Duuiunz unu Kpasica T1U4HblX OAHHbIX

OOBIYHON Kpaxkell JEHEer W JOKYMEHTOB CErOJHs YK€ HHUKOTO HE YAUBHUIIb, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJOTUN 3JI0YMBINIICHHUKN TMEPEMECTHINCh B WHTEPHET, U
IIPOJIOJHKAIOT 3aHUMATHCS "' MTIOOUMBIM" JIEJIOM.

Tak mosiBuiIach HOBasi yrpo3a: HHTEPHET-MOIIIEHHUYECTBA WM (DUIIUHT, TJIaBHas
1[eJIb KOTOPOI'O0 COCTOMT B TOJIYYEHHHM KOH(MUICHIUATBHBIX JAHHBIX MOJIb30BATENCH -
JIOTUHOB U napoiiedd. Ha anrnuiickom si3bike phishing untaercsa kak gummar (ot fishing -
pBIOHas JOBIIs, password - mapoJib).

OcHognble cogemul no 60pvoe ¢ puwmunzom:

1. Cnenu 3a cBouM akkayHTOM. Eciam Thl mojo3peBaelib, YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBaTh €€ M COOOIIMTHh aJIMHHHCTPATOpam
pecypca 00 3TOM KaK MOYKHO CKOpEe.

2. WUcnone3yit Oe3omacHble BeO-CaiiTbl, B TOM 4YHCIE, WHTEPHET-MarasuHoB U
MTOMCKOBBIX CHCTEM.

3. Ucnonb3yit cnoxHbIe U pa3Hbie Mapoiu. Takum o6pa3oM, eciu TeOs B3IOMAIOT, TO
3JI0YMBIIUIEHHUKH MOJY4YaT JOCTYI TOJBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a
HE KO BCEM.

4., Ecnu TeOs B3lOMalM, TO HEOOXOIWMO MPEIYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBJIeHBI y T€OSI B APY3bsX, O TOM, YTO T€OsI B3JIOMAJIA U, BO3MOXKHO,
OT TBOETO UMEHH OY/IET PaCChUIATHCA CIIaM U CCHUIKU Ha (DUIITMHTOBBIE CANTHI.

5. YcranoBu HagexHbii maposb (PIN) Ha MoOunmbHEI TenedoH.

OTKiII04YM cOXpaHEeHHe MapoJisi B Opaysepe.
7. He oTtkpsiBait (paitsibl U qpyrue BIOKEHUS B MUChMaX, JaXe €CIM OHH MPUIILTH OT

TBOMX Jipy3el. Jlydllle yTOUYHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (hailsibl.

o

Hugposeaa penymayusn

Hugposas penymayus — 570 HETaTUBHAS WM MMO3UTUBHAS UHPOpPMAIUS B CETH O TeOe.
KomnpomeTupyromass uHpopmaius, pasMmelieHHas B WHTEPHETE, MOXET CEepPbEe3HbIM
o0pa3oM OTpa3uThCsA Ha TBOCW peanbHOU xku3HU. "lludpoBas pemyranus" - 5To TBOM
UMUK, KOTOPBIA (hopmupyercs u3 uHpopMaiuu o Tebe B MHTEPHETE.

TBoe MeCTO XKHUTENbCTBA, y4eObl, TBOC (PUHAHCOBOE IMOJOKEHHUE, OCOOCHHOCTHU
XapaKTepa U pacckasbl 0 OJU3KUX - BCE TO HAKAIIJIMBAETCS B CETH.

MHorre TOAPOCTKH JIETKOMBICIICHHO OTHOCSTCA K TyOJIMKaluu JTUYIHON
uHdopmaruu B WHTepHeTe, HE MOHWMAs BO3MOXHBIX TOCIEACTBUU. ThlI Jaxke HE



CMOXEIIb J0TagaThCsi O TOM, 4To ¢oTorpadus, pa3MelieHHas 5 JeT Hazaa, crana
HNPUYMHOM 0TKa3a MPUHATH TeOS HA paboTy.

Kommenrtapuu, pasmemnieHue TBoux (ortorpaduit u apyrue ASWCTBUS MOTYT HE
MCUE3HYTh Jla)Ke IOCJIe TOro, KaK Thl MX yIalHIIb. Thl HE 3HaelIb, KTO COXPAHUI 3Ty
MH(OPMAILINIO, TIOTIAJa JIM OHA B TIOMCKOBBIE CUCTEMBI M COXPAaHUJIACh JIM OHA, a TJIaBHOE:
YTO MOJYyMAalOT O TeOe OKpY)KAIoLIUe JIIOIU, KOTOpble HAWAyT M yBUAAT 3T0. Haiith
MH(QOPMALIMIO MHOTO JIET CITYCTSI CMOKET JIF0OOOM - Kak U3 J0OPBIX MOOYXKACHUH, TaK U C
HaAMEPEHUEM MPUUYUHUTH Bpe. ITO MOKET OBITh KTO YTOAHO.

OcHnosnble coéemol no 3aujume yuPpoeoit penymayuu:
1. Tlomymaii, mpexkae YeM uTO-TO IMyOJIMKOBATh U MepeaaBaTh y ceOs B Oiore win B

COLIMAJIbHOM CETHU.

2. B mactpoiikax mpoduins yCTaHOBH OTpaHHUYEHHUSI Ha MMPOCMOTP TBOETO MPOdUis u
€ro COJICPKUMOT0, CIeNIall €ro TOJIbKO "mid 1py3eit”
3. He pasmemaii u He yka3bplBail HH(OpPMALUIO, KOTOpas MOXET KOTo-JInbo

OCKOPOJISITH UM OOMKATh.

Aemopckoe npago

CoBpeMEHHbIE IIKOJIBHUKN — aKTUBHBIE MOJIb30BAaTENN HU(POBOIO MPOCTPAHCTBA.
OnHako AaneKko He BCE 3HAIOT, YTO MOJIb30BAHUE MHOTUMHU BO3MOXKHOCTSIMHU LU(POBOTO
MHpa TpeOyeT COOJIIOICHUS ITPaB Ha UHTEIIEKTYalIbHYI0 COOCTBEHHOCTb.

TepmuH "UHTENIEKTyalIbHAsI COOCTBEHHOCTh" OTHOCUTCS K Pa3IUYHBIM TBOPEHUSIM
YeJIOBEUECKOr0 yma, HauyuMHas C HOBBIX HM300pETEHHII W 3HAKOB, O0OO3HAYAIOLIUX
COOCTBEHHOCTh Ha MPOAYKTbl W YCIYTW, M 3aKaHYMBas KHUTaMmH, (ororpadusmu,
KHHO(PHIbBMaMHU U MY3bIKaJIbHBIMUA TPOU3BEICHUSMH.

ABTOpCKHE TIpaBa — JTO IMpaBa Ha HWHTEJUIEKTyaJbHYI0O COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAyKH, JMUTEPATypbl M HUCKycCTBAa. ABTOPCKHE IIpaBa BBICTYIAIOT B
KayecTBE TapaHTHUHM TOrO, YTO WHTEIUIEKTYaJbHBIN/TBOPUECKUI Tpyl aBTOpa HE Oyner
HAIPACHBIM, JacT €My CIpaBe/IMBble BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOETrO
TpyZa, MOJIY4YUTh U3BECTHOCTh M Mpu3HaHue. HukTo 6e3 paspelieHus: aBTopa HE MOXKET
BOCIPOU3BOANTh €ro IMPOU3BEACHUE, PACIPOCTPAHATh, MYyOJUYHO JAEMOHCTPUPOBATD,
npojaBaTh, HMIIOPTUPOBaTh, IyCKaTb B  MPOKaT, MyOJIMYHO  HCIOJIHSATS,
MOKa3bIBaTh/UCIIOIHATH B 3(pupe miu pazmemiars B HTepHeTe.

Hcnonb3oBanue "mupaTckoro" mporpaMMHOro oOecreyeHusi MOXKET MPUBECTU K
MHOTMM pHCKaM: OT MOTEpU JAHHBIX K TBOMM aKKayHTaM JO0 OJOKHPOBKH TBOETO
YCTPOMCTBA, TJI€ YCTaHOBJIEHA HeJleranbHas nporpamMmma. He ctouT taxke 3a0bIBaTh, 4TO
CYILECTBYIOT JIETaJIbHbIE U OECIIaTHBIE MPOrPaMMBbl, KOTOPbIE MOKHO HANTH B CETH.

O noprane

CeteBUYOK.p(/http://xn--blafankxgj2c.xn--plai/ — TBOW TJIABHBIA COBETUYUK B CETH.
31ech Thl MOXEIb y3HaTh O O€30MACHOCTH B CETHU MOHITHBIM U JOCTYIIHBIM SI3BIKOM, a
IIpY BO3HUKHOBEHUH KPUTHUECKON CUTYyallud OOpAaTUTHCS 32 COBETOM. A Takke NPUHATD
ydacTue B KOHKYpCax U CTaTh CaMbIM IIU(PPOBBIM IpakIaHUHOM!
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