NHOPOPMALMNOHHASA MTAMSATKA JJIA OBYYAIOIIUXCA JTJIA
PASMEIIEHUA HA OPUIIUAJIBHBIX HHTEPHET-PECYPCAX

C KaXIAbIM I'OJ0OM MOJIOACKHU B HHTCPHCTC CTAHOBUTLHCA 6OJ'II)HI€, a4 IIKOJIBHUKHW OOHH H3
CaMbIX aKTHMBHBIX IOJIb30BaTEICH PYHGTEL MC}KI[y TEM, IIOMHUMO OI'POMHOI'0O KOJIMYCCTBA
BOSMO)KHOCTCﬁ, HHTCPHCT HCCCT U HpO6HCMI>I. Ota namsaTka JOJDKHA ITOMOYb TeOe
Oe3o01acHo HaXOIUTBCA B CCTH.

Komnviomepnuie supycoi

Komnviomepnouii  6upyc - 3TO  Pa3sHOBUAHOCTh  KOMIBIOTEPHBIX  MPOrPaMM,
OTIMYUTEIHHOH OCOOCHHOCTBHIO KOTOPOW SIBISIETCS CMOCOOHOCTh K pa3sMHOXKEHHIO. B
JOTIOJTHEHUE K 3TOMY, BUPYChI MOTYT OBPEAHUTH I MOJHOCTHIO YHUUTOXKHUTH BCE (Pailiibl
U JaHHbIE, TOJKOHTPOJIbHBIE IMOJb30BATENl0, OT MMEHHM KOTOpOro Obljga 3aIylieHa
3apa)k€HHas MPOrpaMMa, a TAKXKE MOBPEAUTh WU JAXE YHUYTOXUTH ONEPALMOHHYIO
CUCTEMY cO BceMHu (ailiaMu B 1enoM. B OOJBIIMHCTBE CiIy4aeB pacHpOCTPaHSAIOTCA
BHUPYCBHI YEPE3 UHTEPHET.

Memoowt 3augumut om 6peOOHOCHBIX NPOZPAMM:

1. Hcnonb3yil coBpeMeHHbIE ONIEPALMOHHBIE CUCTEMBI, UMEIOLIUE CEPbE3HBIN YPOBEHD
3aIIUATHI OT BPEJOHOCHBIX ITPOTPaMM.

2. TloctossHHO ycTaHaBnuBai matuu (MUQPPOBBIC 3aMJIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C LENbI0 JOPA0OTKH MPOrpamMMBbl) U Ipyrue OOHOBJIEHUSI CBOEH
onepaudoHHON cucrteMbl. CkauumBail WX TONBKO C OQUIMAIBLHOIO caiiTa
pazpadotunka OC. Ecnam cymiecTByeT peXUM aBTOMATHYECKOrO OOHOBJICHMS,
BKJIFOYH €TO0.

3. Paloraii Ha cBoeM KOMITBbIOTEPE IO ITpaBaMH MOJIB30BATEINSI, a HE aIMUHUCTPATOPA.
OTO HE MO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTPAMM MHCTAJLIMPOBATHCS Ha
TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Wcnonb3yih aHTUBUPYCHBIE TPOrPaMMHBIE NTPOIYKThI U3BECTHBIX MTPOU3BOIUTEIIEH,
C aBTOMaTHYECKUM OOHOBIIEHHEM 0a3.

5. OrpaHnyb pU3NYECKUI TOCTYI K KOMIIBIOTEPY I MOCTOPOHHUX JIUII.

Hcnons3yil BHENTHKWE HOCUTENN MHGOPMAIINH, TaKue Kak (prienika, TucK win ¢aii
U3 NHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UICTOYHUKOB.
/. He oTkpbIBail KOMIIBIOTEPHBIE (Pailsibl, MOTYYEHHbIE U3 HEHAACKHBIX HCTOYHUKOB.

Jaxxe Te (Qailnbl, KOTOpble MpUcianl TBOW 3HAKOMbIM. Jlydie yToyHM y Hero,

OTIMPABJISI JIU OH TeOE UX.

o

Cemu WI-FI

Wi-Fi - 510 He BHJ TIepeayun JaHHBIX, HE TEXHOJIOTHS, a BCETo JIMIIb OpeH, Mapka. Ere
B 1991 rony Hunmepmaniuckas kommaHus 3apeructpupoBana Openn "WECA", uto
obo3nauano crnoBocoueranue "Wireless Fidelity", xoTopelii mepeBomuTcs Kak
"GecrpoBOHAS TOYHOCTH".

Jlo Haiero BpeMeHH Joluia Apyras a00peBHaTypa, KOTopas SIBISIETCS TaKOW ke
TexHojorueit. ro abOpesuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha



CTaHAapT BbICIIEH 3BYyKOBOW TexHuku Hi-Fi, yto B mepeBoge o3HawaeT "BBICOKAS
TOYHOCTB".

Jla, OecriaTHBIM MHTEPHET-IOCTYN B Kade, OTENsAX U adpornopTax SBISETCA OTIMYHOM
BO3MOXHOCTBIO BbIXOJJa B HHTepHeT. Ho MHOrme 5SKChepThl CYUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SBISIOTCS O€30MIaCHBIMU.

Cogemut no oezonacnocmu pavomut 8 oouwedocmynuvix cemsx Wi-fi:

1. He nepenaBaii cBoro JnuHyro uHbopmalyoo depe3 oodmenocrynabie Wi-Fi cern.
PabGotas B HuUX, *eJaTeIbHO HE BBOAUTH MApPOJIM JIOCTYIA, JIOTUHBI U KaKHUE-TO
HOMEDA.

2. Wcnonw3yit 1 OOHOBIISIH aHTUBUPYCHBIE TPOTPaMMBbI U OpaHaMayep. TeM caMbIM ThI
oOe3omacuillb ce0sl OT 3aKaYKH BUPyCa Ha TBOE YCTPOMCTBO.

3. Ilpu ucnonb3oBanun Wi-Fi orkmoun ¢yskmuio "OO6mmii goctyn K daitnam u
npuHTepam". JlanHas GyHKOHUS 3aKphiTa MO yMOJYaHUIO, OJHAKO HEKOTOPHIC
M0JIb30BATENIM aKTUBUPYIOT €€ JJIsl y100CTBa UCIIOJIb30BaHUs B paboTe min yueoe.

4. He ucnons3yit myomuunbiiit WI-FI mis nepeaunt AMYHBIX JaHHBIX, HAIIPUMEDP IS
BBIX0/Ia B COLIMAIbHBIE CETU WJIU B AJIEKTPOHHYIO MOYTY.

5. Hcnonw3yit Tonpko 3amuiieHHoe coeauHenue yepe3 HTTPS, a ne HTTP, T.e. npu
HaOope Beb-aapeca BBOAM UMEHHO https://.

6. B moOwibHOM Tenedone orkmoun ¢Qyakiuio  "Tloxkmouenne k- Wi-Fi
apToMarnuecku'. He momyckail aBTOMaTHYECKOrO MOAKIIIOUEHHS YCTPOWCTBA K
cetssm Wi-Fi 6e3 TBoero cornacusl.

COl(uaJleble cemu

CounasibHble CETH aKTUBHO BXOJAT B HaIlly XKU3Hb, MHOTHE JIIOJIU paOOTalOT U
KUBYT TaM TOCTOsIHHO, a B Facebook ye 3apeructpupoBaH MUJIHapA 4YeJIOBEK, YTO
SBJISIETCSL OJHOM CEIbMOM BCEX KUTEJIEH Tu1aHeThl. MHOTHE N0JIb30BaTENId HE TIOHUMAIOT,
yTO0 MHGOpPMAIHS, pa3MEIIeHHass UMH B COLMAJBHBIX CETSIX, MOXKET OBbITh HaiiJleHa U
MCIIOJIb30BaHa KEM YTOJIHO, B TOM YHCJI€ HE 00513aTeIbHO ¢ OJaruMu HaMEPEHHUSMH.
OcnogHble cogembl no 6e30NACHOCMU 8 COUUAIbHBIX CEMAX:

1. Orpannub cnucok npy3ed. Y TeOs B JAPy3bsiX HE JODKHO OBITH CIIy4allHBIX U
HE3HAKOMBIX JIIOJIEH.

2. 3amminaii CBOI YacTHYIO >ku3Hb. He ykasbiBaii mapoiu, TesnedoHsl, aapeca, 1aty
TBOETO POXKACHUS U JAPYTYIO JIMUYHYIO HHQPOpMAIUIO. 3JOYMBIIUICHHUKH MOTYT
HCTIOJB30BaTh JakKe WH(OpPMAIMIO O TOM, KaK Thl U TBOM POJUTENH IJIAHUPYETE
MPOBECTU KAHUKYJIBI.

3. 3amuimiail CBOIO permyTaIrio - JePKH €€ B YMCTOTE M 3a/1aBaii ceOe BOIIPOC: XOTeN
OBl ThI, YTOOBI Jpyryue MOJIH30BATENIM BUJEIH, UTO Thl 3arpyxkaemib? [logymai,
peXke YeM UTO-TO OIyOJIMKOBAaTh, HAMIMCATh U 3arPY3UTh.

4. Ecnu Thl TOBOPHUIILIb C JIFOJbMH, KOTOPBIX HE 3HACIb, HE UCIIOJIb3YH CBOE peaibHOE
UMS U JIPYTYIO JUYHYI0 WHPOPMAIMHA: UMS, MECTO KHUTEIHCTBA, MECTO Y4eObl U
rpoyee.

5. M3b6eraii pazmemienus hotorpaduii B UuTEepHETE, TIE THI N300pa’KEH HA MECTHOCTH,
10 KOTOPOU MOKHO ONPEAEIUTh TBOE MECTOMOJIOKEHUE.



6. [Ipu peructpamuu B COIMATBLHOW CETH HEOOXOIMMO HCIOJIB30BATh CIIOXKHBIC
apoJju, COCTOsIIIME U3 OYKB U IIU(P U C KOJIMYECTBOM 3HAKOB HE MEHee 8.

7. J11s1 conManbHOM CETH, TOUYTHI U IPYTUX CAaHTOB HEOOXOAMMO UCIOIB30BaTh Pa3HbIe
napoiu. Toraa eciau Te0s B3JIOMaIOT, TO 3JI0YMBIIIJIEHHUKH TIOJIy4aT JOCTYI TOJIBKO
K OJJHOMY MECTY, a HE BO BCE Cpa3y.

AnexkmponHvle 0eHbU

AnexkmponHvie 0enbeu - 3TO 0YEHb YAOOHBIN COCOO IMIATEXEH, OHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPHIE XOTAT MOJIYYUTh 3TU JE€HBIU.

DONEeKTpOHHBIE JIEHbIM MOSBUIIMCH COBCEM HEIABHO M MMEHHO HM3-3a 3TOTO BO
MHOT'MX TOCyAapcTBax 0 CHX IOpP HE MPOIKCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (QYHKIMOHMPYIOT U O HUX YXK€ MPOMHCAHO B 3aKOHE, TIE UX
pa3ieNsioT Ha HECKOJIBKO BHUJIOB - AHOHMMHBIE M HE aHOHMMHbIC. Pa3Hulia B TOM, 4TO
aHOHHMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcs IPOBOIUTh ONepalnun 0e3 UIeHTUPUKALUN
MOJIb30BATEIS], @ B HEAHOHUMHBIX MACHTU(UKAIIHS TTOJIb30BATEIS SIBISETCS 0053aTebHOM.

Taxke cienyer  pasnuyarh  AJIEKTPOHHbIE  (uaTHbIE  J€HBIU  (PaBHBI
roCyJapCTBEHHbIM BaJIOTaM) U DJJICKTPOHHbICE He(uaTHble JIeHbIM (HE paBHBI
rOCyJIJapCTBEHHBIM BaJIOTaM).

Ocnognble cogemol no 6e30nacHoil padbome ¢ 1eKMPOHHLIMU OCHb2AMU:

1. IlpuBsku K cueTy MOOMJIbHBIN TeaePOoH. DTO camblid YAOOHBII U OBICTPBINA CIIOCO0
BOCCTAHOBUTH JIOCTYM K cyeTy. [IpuBsizaHHbIN TenedoH MOMOXKET, eCiau 3a0yAeib
CBOW IUIATEXKHBIA MApOJIb WM 3aiAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA.

2. Ucnonw3yit ogHopaszoBsie mapoiu. [locime mepexona Ha yCHIIGHHYIO aBTOPHU3AIINTO
TeOe yxke He OyAeT yrpoXaThb ONAacHOCTh KPaXH WM IEpexXBaTa IUIATEXKHOTO
apoisl.

3. BriGepu crnoxusbiii mapoisb. [IpecTynHukaMm OyaeT HE MPOCTO yrajaarh CIOKHBIN
napois. HajexxHbie mapoiu - 3To napoJiv, KOTOPBIE COAEPKAT HE MEHEE & 3HAKOB U
BKJIFOYAIOT B CEOsI CTPOYHBIE U MPOIMUCHBIE OYKBBI, ITU(PHI U HECKOJIBKO CHMBOJIOB,
TaKWe KaK 3HaK J10Ju1apa, pyHTa, BOCKIHMIATEIbHBIN 3HAK ¥ T.11. Hanmpumep, $tROng!

4. He BBOAM CBOM JTUYHBIC JAHHBIC HA CaliTaX, KOTOPHIM HE JTOBEPSICIIIb.

QﬂeKmPOHHa}l nouma

dnekmpounas nouma — 3TO TEXHOJOTHUS U MPEAOCTABISIEMbIE €10 YCIYTH MO MEePEChUIKE
U TOJTYYCHHIO DJICKTPOHHBIX COOOIICHM, KOTOPBIE PACHPEIEISIOTCS B KOMITBIOTEPHOU
cet. OOBIYHO JIEKTPOHHBIA TOYTOBBIA SIIMK BBIMJSIAAT CIEAYIOMKUM 00pa3oMm:
UMs_TIOJh30BaTeIA(@HMs_ToMeHa. Taxke KpoMme mepenadyd MpOCTOr0 TEeKCTa, MMEETCs
BO3MOXXHOCTbH TIepeiaBaTh (Pailiibl.

OcHoenbvle coeempl no He3onacHoll pabome ¢ INEKMPOHHOU ROUMOUL:

1. Hago BBIOpaTh TpaBWIBHBIA MOYTOBBIA CEpBUC. B HHTEpHETE €CTh OTPOMHBIM
BBIOOpP OECIUTATHBIX TIOYTOBBIX CEPBHCOB, OJHAKO JydYIlle JOBEPSTh TEM, KOTO
3HACIIb U KTO MEPBBIA B PEUTHHTE.

2. He yka3wiBail B 1ruHO#M nouTe auuHyto nuHpopmanuo. Hanpumep, sydiie BoIOpaTh
"My3bIKasbHbIN_(panat@" wiun "pok2013" Bmecto "temal 3"



Hcnonb3yil ABYXATalHYK aBTOPU3ALMIO. JTO KOIJa IMOMHMO MapoJisi HYXHO
BBOJUTH KOJ, MpUChUIaeMblii o SMS.

Bri6epu cioxHbIi mapoiib. [ KaXKJoro Mmo4TOBOTO SIIMKA JIOJKEH ObITh CBOM
HAJICKHBINM, YCTOMYUBBINA K B3JIOMY IApOJIb.

Ecnu ecTp BO3MOYKHOCTh HAIllMUCATh CAMOMY CBOW JIMYHBIM BOMPOC, UCIOJIb3YH 3Ty
BO3MOKHOCTb.

Hcnonb3yli HECKOJBKO IMOYTOBBIX SIIIUMKOB. lIepBbIN U1 4aCTHOM NEPENUCKUA C
ajgpecaraMH, KOTOPBIM Tbl JOBEpsEllb. JTO 3JIEKTPOHHBIM aapec HE HaJIo
MCIOJIb30BaTh MIPU PErUCTpaliy Ha GOopyMax U caTax.

He oTkpsiBaii ¢ailsibl U Apyrue BIOKEHHUS B MUCbMaX, JaXXe €CIIM OHU MPHIILIH OT
TBOUX Jpy3ei. Jlydiie yTouHu y HUX, OTHPABISUIN JIU OHU TeOe 3TH (Paitibl.

[Tocne oxoHuaHUs pabOTHI Ha MOYTOBOM CEPBHCE IMEPE]a 3aKPHITUEM BKIAJKHU C
caiiToM He 3a0yab HaXKaTh Ha "Beriitu".

Kubepoynnune unu eupmyaivrnoe uzoeeamenbCmaeo

Kubepoynnune - npeciieoBanre COOOIIEHUSIMHU, COJIEPKAIIMMU OCKOPOJICHHUSI, arpECCHI0,
3alyTrUBaHUe; XYJIMTaHCTBO; COLMUAIBHOE OOMKOTHPOBAHHWE C TIOMOIIBIO PA3IHMYHBIX
UHTEPHET-CEPBUCOB.

OcHognbie cosemul no 60pvoe ¢ KubepoOyIIUHZOM:

1.

NS

o

He Opocaiics B 60ii. JIydiuii cioco0: MoCOBETOBATLCA KaK CceOsl BECTH U, €CIU HET
TOTO, K KOMYy MOXXHO OOpaTUTHCS, TO BHaualie yCIOKOUThCs. Ecnu Thl HauHeIIb
OTBEYATh OCKOPOJEHUSIMH Ha OCKOPOJIEHHUS, TO TOJBKO €IIe OOJIbIIIE PAa30XIKEIllb
KOH(JIHKT.

VYnpasiisiii cBoelt kubeppernyTanuei.

AHOHUMHOCTh B ceTu MHUMas. CyllleCTBYIOT CIOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM.

He crout BecTn Xynuranckuii o06pa3 BUPTyainbHOU xu3Hu. MHTEpHET Pukcupyer
BCE TBOM JICCTBUS U COXPAHSET UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyTHUTEIHHO.
Cobmroalt CBOIO BUPTYaJIbHYIO YECTh CMOJIONY.

Urnopupyii enuHuuHblii HeraTuB. OJHOPA30BbIE OCKOPOUTEIBHBIC COOOIICHUS
JydIiie UrHopupoBath. OOBIYHO arpeccus MpeKpaniaeTcss Ha Ha4albHON CTaIuH.
ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSMH, B
COIIMATILHBIX CETAX €CTh BO3MOXKHOCTh OJOKHPOBKM OTIPaBKU COOOIIECHUN C
ONpEJEICHHBIX aPECOB.

Eciu T1b1 cBuzmerens kuOepOysumHra. TBOW JEHCTBUA: BBICTYNUTH IPOTUB
npecienoBaress, Moka3aTb €My, YTO €ro JEWCTBHUS OLIEHHUBAIOTCS HEraTHUBHO,
NOJAJIep>KaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKAs MOMOIIb, COOOIIUTH
B3pPOCJBIM O (paKTE arpecCUBHOIO MOBEICHUS B CETH.

Moounvnuiit meneghon

CoBpemenHble cMapTGOHBI U IUIAHIIETHI COAEpKaT B ceOe BIIOJHE B3POCIbIN

(GyHKIIMOHAJ, U TETIEPh OHU MOTYT KOHKYPHUPOBAaTh CO CTAIIMOHAPHBIMH KOMITBIOTEPAMH.
OnHako, CpenCTB 3alUThI IS MOJOOHBIX YCTPOMCTB MOKa 04eHb Majio. TecTupoBaHue u



IIOMCK YA3BUMOCTEN B HUX IPOMCXOJMT HE TaK MHTEHCUBHO, Kak 11 11K, To xe camoe
KacaeTcss U MOOWJIbHBIX MPUITOKEHUH.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIM HACTOJbHBIC
aHaJIOTH, OJIHAKO pacliupeHue (PyHKIMOHAIa BJICYET 32 cO00M OOJBIIYIO CIOKHOCTh U
MEHBIIIYIO 3alIUIIEHHOCTD.

Jlaneko He Bce TMPOU3ZBOJUTEIM BBINYCKAIOT OOHOBJICHUS, 3aKpPbIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH JIJIsI CBOUX YCTPOMCTB.

OcnogHble cogembl 011 0€30NACHOCHMU MOOUNbHO20 meneona:

1. Hudero He siBIsS€TCS MO-HACTOSAIIEMY OeciiaTHBIM. by/ib 0CTOpOXXeH, BeAb KOT/a
Te0e mpeIaraloT OECIUIATHBIA KOHTEHT, B HEM MOTYT OBITb CKPBITHI KaKHE-TO
IJIATHBIE YCIIYTH.

2. Jlymaii, mpexjie ueM oTnpaButb SMS, ¢oTto unu Buaeo. Tol TOUHO 3HACIIb, TJ€ OHU

OyAyT B KOHEYHOM HTOTE?

Heo0xo1umMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETrO cMapT(doHa.

Hcnonb3yit aHTUBUPYCHBIE TIPOrPAMMBI JJIsI MOOMJIBHBIX TEJIE()OHOB.

He 3arpyxail IpWIOKEHUS OT HEHW3BECTHOTO HCTOYHMKA, BEIb OHH MOTYT
COJIEpKaTh BPEIOHOCHOE NMPOrpaMMHOE 00ECIICUEHHE.

6. ITocne Toro Kax Thl BeIMIEUIb C caliTa, IJ€ BBOAWI JIMYHYIO HH(OPMALINIO, 3ai]I1 B

HACTpOMKH Opay3epa u yaaiu cookies.

7. Ilepuoguuecku NpoBepsiii, Kakve IUIAaTHbIE YCIYrd aKTHUBHUPOBAaHbI Ha TBOEM

HOMEDE.

8. Magaii cBoil HOMEp MOOMITBEHOTO TesehOHa TOIBKO JIOASM, KOTOPBIX ThI 3HACHIH U

KOMY JIOBEpSEIIb.

9. Bluetooth momkeH ObITH BBHIKIIOYEH, KOT/Ia THI UM HE MOJb3yemibes. He 3a0biBait

MHOT]Ia TPOBEPATH 3TO.

ok w

Online uzpo

CoBpeMEHHbIE OHJIAWH-UTPBI - 3TO KPaCOYHbIC, 3aXBaThIBAIOLIME pPa3BICUECHUS,
OOBEINHAIOIINE COTHH ThICAY YE€JIOBEK MO BceMy Mupy. Urpoku vccneayroT 1aHHbI UM
MHUp, OOIIAIOTCA JPYr C JAPYrOM, BBIMOJHSIOT 3aJaHUsl, CPaKaroTCsl C MOHCTpPaMH HU
MOJIy4YaroT OTBIT. 32 YIOBOJBCTBUE OHU IJIATST: MOKYMAIOT JUCK, OIUIAYMBalOT aDOHEMEHT
WM IPUOOPETAIOT KAKUE-TO OILHUU.

Bce 3Tu cpenctBa MAyT Ha MOJAEp’KaHWE M PAa3BUTUE WUIPbI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPUICHCTBYIOTCS CUCTEMbI aBTOPU3ALMH, BBITYCKAIOTCS HOBBIE MAaT4d
(1 poBbIe 3aMIATKH 711 IPOrPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1omoOHBIX WUrpax CTOMT ONAcaTbCsid HE CTOJIBKO CBOMX COINEPHUKOB, CKOJIBKO
Kpa)Xy TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3ALMU OOJBIIUHCTBA UTP.
OcHognvie cogembvl no 0€30NACHOCIMU ME0E20 UZPO6020 AKKAYHMA:

1. Ecnu papyroil urpok BeaeT cels IUIOXO WM CO3JaeT Te0e HENmpUATHOCTH,
3a0JIOKHPYH €ro B CIIMCKE UTPOKOB.
2. Tloxanylics agMUHUCTpaTOpaM UIPbl Ha IUIOXO€ MOBEAECHUE JTOTO0 HIPOKa,
KEJATEJIbHO NPHJIOKHUTh KaKHE-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB.
He yxa3piBail mnunyro nHGOpMaIio B podaiiie urpsl.
YBaxkall Apyrux Y4aCTHUKOB I10 UIPE.

B~ w
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He ycranaBnuBaii HeopuImaaibHbIe MATYN U MOJIBI.

Hcnonb3yii CIIOKHBIE U pa3HbIE MapOJIH.

7. Jlaxxe BO BpeMsl UTPbl HE CTOMT OTKJIIOUYaTh aHTUBHUpYC. [loka ThI urpaeiib, TBOM
KOMIIBIOTEP MOTYT 3apa3uTh.

o

Duwunz unu Kpasjca T1u4HblX OAHHBIX

OOBIYHON Kpaxkeill A€HEer U JOKYMEHTOB CETrOJHs YK€ HUKOTO HE YAUBHUIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJOTUN 3J0YMBIIUIEHHUKH MEPEMECTUIINCh B HHTEPHET, U
MIPOJIOJIKAIOT 3aHUMATHCA " MIOOMMBIM" JIEIOM.

Tak mosiBUiIach HOBasl yrpo3a: MHTEPHET-MOUICHHHYECTBA WM (DUIIHHT, TJIaBHAs
1[eJIb KOTOPOT'O COCTOUT B TOJMYyYEHUH KOH(UIACHIMAIBHBIX JaHHBIX MOJb30BaTENEH -
JoruHOB U naposeit. Ha anrnuiickom s3bike phishing untaercs kak ¢umunr (ot fishing -
pBIOHas JOBIIs, password - mapoib).

OcHognble cogemul no 60pvoe ¢ puwmunzom:

1. Cnenu 3a cBouM akkayHTOM. Eciau Thl mojmo3peBaciib, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHpOBaThb €€ U COOOLIUTH aJIMHUHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpEe.

2. WUcnonp3yit Oe3omacHble BeO-CaiiTbl, B TOM 4YHUCIE, HHTEpHET-MarasuHoB U
IIOMCKOBBIX CUCTEM.

3. Hcmonb3yit cinoxHbIe U pa3Hbie Mapoiu. Takum o0pa3oM, eciu Te0s B3JIIOMAIOT, TO
3JI0YMBIIUIEHHUKU MOJIY4YaT JTOCTYI TOJBKO K OJJHOMY TBOEMY MPO(UIIIO B CETH, a
HE KO BCEM.

4. Ecnu 1e0sa B3JIOMalM, TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE 100aBJIEHBI y T€0S B APY3bIX, O TOM, YTO T€0S B3JIOMAJIH U, BO3MOXKHO, OT
TBOEr0 UMEHHU OYyJIET PacChlIaThCs CIIaM U CChUIKM Ha (PUILIMHTOBBIE CANTHI.
YcranoBu HagexHbId apodib (PIN) Ha MOOMIBHBIHM TenedoH.

OTKiII04YM cOXpaHEeHHe MapoJisi B Opaysepe.
He oTtkpsriBaii (aitsibl U qpyrue BIOKEHUS B MUCbMaX, JaXe €CJIM OHH MPUIILIH OT
TBOUX Jipy3el. Jlydilie yTOuHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (Haitiibl.

~No o

Hudgposasa penymayusn

Hugposeaa penymayua — 510 HeraTUBHAA WIHM NTO3UTHUBHAS MH(OpMaLUs B CETH O Tebe.
Kommnpomerupyromas uHpopManus, pa3MeElleHHas B HHTEPHETE, MOXKET CEpbe3HbIM
o0pa3oM OTpa3uThCA Ha TBOEW peanbHOU xku3HU. "LludpoBas pemyrauusa" - 310 TBOU
UMUK, KOTOPBIA (hopmMupyercs u3 HHPopMaluu o TeOe B UHTEPHETE.

TBOe MecCTO >XHUTENbCTBA, y4eObl, TBO€ (DMHAHCOBOE IOJIOKEHHUE, OCOOECHHOCTHU
XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICICHHO OTHOCATCA K IMyOJUKAalUWd JIMYHON
uHpopmaruu B IHTepHETE, HE MTOHUMAst BOBMOXHBIX IMOCIEACTBUHN. ThI 1a’ke HE CMOXKEITh
J0TaiaTbCs 0 TOM, YTo (poTorpadusi, pa3MelieHHas S JeT Ha3ald, cTajga IPUYMHON OTKa3a
MPUHSATH TEOs Ha paboTy.

KommenTtapuu, pasmemienue TBoux ¢oTorpaduit u Apyrue ACUCTBUS MOTYT HE
MCYE3HYTh Jla)ke MOCJE€ TOro, KaK Thl UX YyJalIMIb. Thl HE 3HAElIb, KTO COXPAaHUI 3Ty



uH(pOpMaIIKIO, MTONAaJIa JIU OHA B MOMCKOBBIE CUCTEMBI U COXPAHUJIACh JIU OHA, a TJIABHOE:
4YTO MOAYMAIOT O TeOE OKpY)KAIOIIME JIIOAU, KOTOPbIE HAaWAyT M yBUAAT 3TO. Haiitn
MH(POPMALMIO MHOTO JIET CIIyCTSl CMOXKET JIF00OH - KaK U3 JOOPBIX NOOYXKAECHH, TaK U C
HaMEpPEHUEM IPUYUHUTD BpeZ. DTO MOXKET ObITh KTO YTOJIHO.
OcHnoenble cogemol no 3awume yuPpoeoit penymayuu:
1. Iloxymaii, mpexae 4yeM uTo-TO IMyOJIMKOBATh U MepeaaBaTh y ceOs B 0yore wiu B
COIIMAJILHOM CETH.
2. B mactpoiikax mpoduins yCTaHOBH OTpaHHUYEHHUSI Ha MPOCMOTP TBOETO MPOdUis u
€ro COJIEPKUMOT0, CIeNIall €ro TOJIbKO "I npy3eit”
3. He pasmemaii u He yka3piBail HMHQOpPMAIMIO, KOTOpask MOXKET KOro-Iudo
OCKOPOJISATH WA OOMKATh.

Aemopckoe npago

CoBpeMeHHbIE MIKOJLHUKH — aKTUBHBIE MOJIb30BATEIH U(PPOBOTO MPOCTPAHCTBRA.
OpxHako J1ajJeko He BCE 3HAIOT, YTO MOJIb30BAHWE MHOTUMH BO3MOXKHOCTSIMU HU(PPOBOTO
Mupa TpeOyeT cOOMI0ACHHS IPaB Ha HHTEIUICKTYaIbHYI0 COOCTBEHHOCTb.

TepmuH "UHTEIUIEKTyalIbHAsI COOCTBEHHOCTH" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEUECKOr0 yma, HayuHasi C HOBBIX H300pETeHM W 3HAKOB, O0O3HAYAIOIIUX
COOCTBEHHOCTh Ha MPOAYKTHI W YCIYTd, M 3aKaHuWBas KHUTaMH, (ororpadusmu,
KUHO(MUIbMAMHU U MY3bIKaJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKME TIpaBa — 3TO IMpaBa HAa HHTEIUICKTYyaJIbHYI0 COOCTBEHHOCTh Ha
MPOU3BEACHUS HAyKH, JUTEpaTypbl U HCKYCCTBAa. ABTOPCKHE IpaBa BBICTYMAIOT B
KaueCTBE TrapaHTUM TOTO, YTO WHTEJJIEKTYaJbHBIA/TBOPUECCKUN TPy aBTOpa HE OyJIeT
HaIlpacHbIM, JacT €My CIPaBeIJIMBbIE BO3MOKHOCTH 3apab0TaTh Ha pe3yjbTaTax CBOErO
TpyJAa, MOJY4YUTh U3BECTHOCTh U mpu3HaHue. Hukto 6e3 paspeiieHus: aBTopa HE MOXKET
BOCITPOM3BOANTH €0 MPOU3BEIACHUE, PACIPOCTPAHSITH, MYOJIHMYHO JIEMOHCTPUPOBATH,
npojlaBaTh, HUMIIOPTHUPOBATh, IMyCKaTb B  MpOKaT, NyOJUYHO  HCIOJIHSITH,
MOKa3bIBaTh/UCIIOJIHATH B 3upe uinu pazmeniats B UuTepHeTe.

Hcnonp3oBanue "mupaTckoro" mporpaMMHOro oOecreueHuss MOXKET MPUBECTU K
MHOTHM pHCKaM: OT TOTEpHU JAHHBIX K TBOMM aKKayHTaM 10 OJOKHPOBKH TBOETO
YCTPOWCTBA, T/I€ YCTaHOBJIEHA HeJleraibHas nporpamMmma. He ctouT taxke 3a0bIBaTh, 4TO
CYILIECTBYIOT JIETaJIbHbIE U O€CIUIaTHBIE MPOrPaMMBbl, KOTOPhIE MOKHO HANTH B CETH.

O noprane

CeteBUUOK.p(/http://xn--blafankxgj2c.xn--plai/ — TBOM TJIaBHBIM COBETUYHK B CETH. 37€Ch
Thl MOEIIb y3HaTh O O€30MAaCHOCTU B CETH MOHSTHBIM M JIOCTYIHBIM SI3BIKOM, a MpPHU
BO3HUKHOBEHUU KPUTHUYECKOW CHUTYyallMM OOpPAaTUTHCS 32 COBETOM. A TakXke MPUHATH
y4acTue B KOHKYpCax M CTaTh CaMbIM IIU(PPOBBIM TPaKIaHUHOM !
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